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https://www.who.int/publications/i/item/9789240059184

https://www.who.int/publications/i/item/9789240059184
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Definitions and key terms

❑ Telemedicine is defined as “the delivery of health-care services 

where distance is a critical factor, by all health-care 

professionals using information and communication 

technologies for the exchange of valid information for diagnosis, 

treatment and prevention of disease and injuries all in the interests 

of advancing the health of individuals and their communities” 

❑ Telemedicine is a component of telehealth, which is a broader 

application of technologies for distance education and other 

applications wherein electronic communications and information 

technologies are used to support health-care services.

❑ “Virtual health and care” is another phrase to denote this area of 

work that highlights the delivery of health and care services 

remotely through digital means and technologies. 

Source: World Health Organization, International Telecommunication Union. National eHealth strategy toolkit (2012)

What is telehealth? How is it different from telemedicine? In: HealthIT.gov  (2021)

The future of virtual health and care: driving access and equity through inclusive policies. Geneva: Broadband Commission for Sustainable Development (2022) 
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Modalities of telemedicine

Store and forward

• Consists of storing and 

sending information remotely, 

in which health data and 

images are submitted digitally 

for analysis by a health worker 

at a later time, usually a 

specialist. It is also described 

as an asynchronous or 

deferred mode.

Interactive consultations

• Consists of communication 

between two or more actors in 

clinical practice for the 

purpose of diagnostic and 

treatment of clients/patients. 

Also described as a “real-time” 

“synchronous” or 

“teleconsultations.” 

Remote patient monitoring

• Also known as telemonitoring 

– enables health workers to 

monitor an individual’s 

condition remotely, using 

technologies such as 

connected medical devices 

and sensors. 

Source: World Health Organization, International Telecommunication Union. National eHealth strategy toolkit (2012) 
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WHO recommendations and existing guidance



7 Twitter @HRPresearch

WHO recommendations and existing guidance
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Use of human-centred
design approaches and co-
design of interventions 
should be considered for 
increasing usability, 
enhancing user experience 
and facilitating long-term 
adoption.
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❑ Examine current processes and workflows and identify health system challenges and 

bottlenecks that you seek to address. This would include asking what specific health 

problems the telemedicine programme could address, as well as what the prevalence is 

of a health problem and/or the geographic area of action. 

❑ Determine who the targeted end-users would be – for example, health worker type, 

individuals, or other potential end-users of the system. What are their health needs? 

❑ How many health facilities, health workers, or clients/patients are targeted for the 

implementation? In which geographic areas? Is the target population likely to use the 

telemedicine service?

❑ How will the telemedicine service fit with the larger context of service delivery needs? 

For example, will there be integration with ambulance services, biological sample 

collection at home or primary health centres, delivery of medicines at home through 

community health workers, referral pathways for continuum of care? 
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Conduct a landscape analysis of software applications and channels  

❑Map the current scope of the telemedicine services available in other settings or 

other health domains, with the aim to expand/adapt to meet requirements.

❑WHO Digital Health Atlas (digitalhealthatlas.org) is one resource for identifying 

telemedicine implementations and associated applications that can be leveraged.

Map hardware needs and availability 

❑Assess the type of hardware available and needed. The hardware can include 

computers, tablets, monitors, audio-conferencing equipment (e.g., headsets), 

servers and connected medical devices. 

❑The mapping of hardware will also need to align with procurement guidelines (if 

available) and consider the reliability and availability of devices.
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Domains for assessing the enabling environment

https://www.paho.org/en/documents/covid-19-and-telemedicine

https://www.paho.org/en/documents/covid-19-and-telemedicine
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https://www.paho.org/en/documen

ts/covid-19-and-telemedicine

https://www.paho.org/en/documents/covid-19-and-telemedicine
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Although telemedicine guidelines and regulations are still emerging, they should contain the following:

❑ Supervising authority responsible for regulating telemedicine in the country

❑ When telemedicine is an appropriate standard of care

❑ Which entities would be involved in telemedicine and the types of heath workers that can provide 

telemedicine-based treatment (e.g., doctors, nurses, midwives, community health workers, paramedics, 

therapists, counsellors, practitioners of alternative medicine).

❑ Responsibility and accountability for patient outcomes

❑ Patient consent that includes an explanation of the risks, benefits and limitations of telemedicine.

❑ Record-keeping and reporting standards

❑ Data privacy and security standards

❑ Technology standards for hardware, software and interoperability

❑ Training requirements and certifications

❑ Quality assurance and quality control measures

❑ Purchasing arrangements (e.g., financing, reimbursement)

❑ Cross-jurisdictional provision of services via telemedicine





✓Define the functional and nonfunctional requirements of the telemedicine system. 
✓Common considerations for developing functional and nonfunctional  requirements include:

❑Will the telemedicine functionality be conducted as asynchronous or 
synchronous communication? 

❑Will the telemedicine system be used between patients and health 
workers, among health workers, or both? 

❑What channels will the telemedicine system use (e.g., text, audio, 
images, video, sensors, applications)?

❑Will the telemedicine system use an already developed application?
❑Will the telemedicine system allow for multiple modes of delivery 

(e.g. personal devices, through community health workers, etc)? 
❑Will the telemedicine system need to exchange data with or link to 

other digital systems (e.g. electronic medical record or health 
management information system) to ensure continuity of care and 
accountability? 



Review and update workflows reflecting identified requirements

Teleconsultation with linkage to EMR
Teleconsultation with no linkage to 

EMR



Put systems in place for data privacy, access and protection of patient information

❑ Identify a mechanism to clearly identify which of the end-users who are linked 

to the telemedicine service are authorized to have access to the information. 

❑ Develop a data security plan for storing, transferring and processing sensitive 

health information, as well as on how to manage access to clinical records for 

use during the telemedicine service implementation. 

❑ Secure a location for conducting the telemedicine intervention, such as a 

secure closed room, cubicle, or other secure environments to minimize 

overhearing/sharing of health information. 

❑ Determine if personal devices, such as health workers’ own phones, will be 

used as part of the delivery of telemedicine services, and policies for data 

protection or limitations on what can be recorded or stored on a personal 

device.



Determine training package and support channels

❑ Identify topics the training should include, e.g.:

❑ familiarity with the digital components

❑ clinical skills and adaptations for 

telemedicine services

❑ remote patient management/communication 

skills, etc. 

Continuously refine training package based on the 

cases and scenarios that end-users are facing. 

❑ Ensure training and support are available through 

different channels, including individual training 

sessions, as well as through help desks and easily 

accessible tools for end-users to seek information 

on navigating the technological aspects of the 

telemedicine system. 



Enforce verification of health workers
Determine and disclose if audio/video recording will 

be done

❑ Determine if calls may be recorded and stored 

for monitoring and quality assurance purposes, 

with appropriate patient consent. 

❑ Ensure patients are made aware of and consent 

to a recording of the telemedicine consultation 

for potential auditing and monitoring purposes. 

❑ Develop a plan for safe and protected archival 

of the recordings.

❑ Clarify legal framework for the implementation 

of telemedicine, including licensing and 

regulation of health workers providing 

telemedicine services. 

❑ Provide redressal mechanisms to deal with fraud 

and abusive situations to protect health 

workers. Similarly, there should also be systems 

for medical liability and auditing of services



Establish plan for management of connected medical devices to 
be used for remote patient monitoring  (as appropriate)

✓How will clients/patients obtain the connected medical devices? 

✓Will the connected medical devices be provided as a loan? If so, how 

will these be monitored? 

✓If clients/patients purchase the connected medical devices, will they 

be eligible for reimbursement?

✓How will malfunctions and technical issues with the medical devices 

be handled? How will maintenance of the medical devices be 

handled?

✓What plans are in place if patients do not return the loaned medical 

device? 

✓How will devices be calibrated and tested prior to distribution? Will 

the connected medical devices need to be vetted against regulatory 

standards?



Determine the 
mechanisms for outreach 

and raising awareness

• Investment in community 
outreach, awareness, such 
as through social media, 
mass media communication 
and community outreach, 
how to access the 
intervention (such as 
pamphlets, health portals, 
health facilities, etc.)

Assess the implication for 
equity, gender and rights 

• Ensure there are multiple 
ways to access 
communication channels for 
the telemedicine 
intervention, as well as 
allowing for different access 
points, such as through 
community health workers 
or kiosks. 

Ensure accessible services 
for persons with 

disabilities

• For example, people with 
vision impairment might not 
be able to read text or use 
online platforms if not 
compatible with assistive 
devices. 

• People with hearing 
impairment may be unable 
to communicate with a 
health worker if captioning 
and volume control not 
available



Define budget for overall cost of ownership across all phases of implementation 

Note costs to patients may not 
be reflected in the budget but 
should be considered, 
particularly if these are expected 
to be out-of-pocket expenses.

Plan integration of telemedicine 

into routine health service 

delivery and management of 

payments in the long term.



Common cost categories for consideration for patient to health worker telemedicine
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Define indicators for assessing performance and impact. Illustrative indicators  below:
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Define indicators for assessing performance and impact. Illustrative indicators  below:
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Mitigate potential risks



Summary


